
RISC,	
  in	
  association	
  with	
  Colin	
  Ehren	
  (C&SE),	
  presents;	
  
	
  

	
   Internet	
  Investigation	
  Tradecraft	
  
	
  
A	
  comprehensive	
  3	
  Day	
  Workshop	
  designed	
  to	
  give	
  delegates	
  
the	
  skills	
  and	
  knowledge	
  required	
  to	
  perform	
  an	
  Internet	
  
Investigation	
  or	
  Intelligence	
  Operation	
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The	
  ability	
  to	
  identify	
  and	
  retrieve	
  relevant	
  and	
  timely	
  information,	
  intelligence	
  or	
  evidence	
  from	
  the	
  
Internet	
  and	
  Open	
  Sources	
  has	
  become	
  a	
  routine	
  necessity	
   for	
  Investigators.	
  However,	
   the	
  structure	
  
and	
  size	
  of	
  the	
  Internet	
  presents	
  many	
  challenges	
  for	
  Researchers,	
  Analysts	
  and	
  Investigators.	
  A	
  lack	
  
of	
   understanding	
   about	
   the	
   nature	
   and	
  workings	
   of	
   the	
   Internet	
   can	
  mean	
   intelligence	
   or	
   evidence	
  
opportunities	
   being	
   lost,	
   or	
   investigations	
   compromised.	
   This	
  workshop	
   examines	
   those	
   challenges	
  
and	
  builds	
  a	
  framework	
  skill	
  set	
  to	
  enhance	
  Investigations	
  and	
  Intelligence	
  Operations.	
  

	
  
This	
  course	
  includes;	
  
	
  

• Open	
  Source	
  Workstation	
  Requirements	
  -­	
  Location,	
  Equipment,	
  Internet	
  Toolkit,	
  etc.	
  
• Introduction	
  to	
  the	
  Internet	
  -­	
  How	
  it	
  works,	
  Internet	
  Services,	
  Domain	
  Name	
  System.	
  
• Connecting	
  to	
  the	
  Internet	
  -­	
  Methodology,	
  Browsers,	
  Privacy	
  &	
  Security.	
  
• Bringing	
   Order	
   out	
   of	
   Chaos	
   -­	
   Tasking	
   &	
   Co-­‐ordination,	
   Collection	
   Plan,	
   Research	
  

Strategies	
  
• Covert	
  /	
  Anonymous	
  Activity	
  -­	
  Feasibility	
  Studies,	
  Operational	
  Security,	
  etc.	
  
• Search	
  Tools	
  -­	
  Search,	
  Meta	
  Search,	
  Federated	
  Search,	
  Directories,	
  Virtual	
  Libraries.	
  
• Deep	
  /	
  Invisible	
  Web	
  -­	
  Finding	
  it,	
  Search	
  Engine	
  restrictions,	
  Spiders,	
  Web	
  Master	
  options.	
  
• International	
  Information	
  -­	
  Country	
  Profiles,	
  Governments,	
  News,	
  NGO's,	
  etc.	
  
• Communication	
  -­	
  E-­‐Mail/Webmail,	
  Newsgroups,	
  Discussion	
  Forums,	
  IRC.	
  
• Finding	
  Information	
  -­	
  Defaults,	
  Search	
  Engine	
  Settings	
  and	
  Language,	
  Boolean,	
  Results.	
  
• Social	
  Media	
  &	
  Networking	
  -­	
  Social	
  Networks,	
  Mobile	
  Devices,	
  Keeping	
  informed.	
  
• People	
  Finders	
  -­	
  Business,	
  Credit	
  Reference,	
  Regulatory	
  Authorities,	
  Search	
  Tools,	
  etc.	
  
• Crime	
  on	
  the	
  Internet	
  -­	
  The	
  Internet,	
  an	
  advantage	
  for	
  the	
  Criminal?	
  
• Network	
  Information	
  Tools	
  -­	
  Who	
  owns	
  what,	
  where?	
  
• Monitoring	
  the	
  Internet	
  -­	
  Passive,	
  Active,	
  Advanced	
  concepts.	
  
• Data	
  Assimilation	
  -­	
  Hunters,	
  Extractors,	
  Visualisation	
  
• Assessment	
  to	
  Dissemination	
  -­	
  Assessment,	
  Evidencing,	
  Production,	
  etc.	
  

	
  
This	
   is	
  a	
   'hands	
  on'	
  workshop,	
  delegates	
  are	
  expected	
  to	
  be	
   familiar	
  with	
   the	
  use	
  of	
  a	
  computer,	
  
Office	
  Software,	
  the	
  Internet,	
  Browsers	
  and	
  basic	
  use	
  of	
  a	
  Search	
  Engine.	
  
	
  
About	
  the	
  Trainer:-­	
  Since	
  retiring	
  from	
  the	
  Metropolitan	
  Police	
  as	
  one	
  of	
  the	
  UK's	
  most	
  experienced	
  
Internet	
   Investigator's	
  and	
  Trainer's,	
   Colin	
  Ehren	
  has	
   entered	
   the	
  private	
   sector	
  and	
  now	
  works	
   in	
  
association	
   with	
   a	
   bespoke	
   group	
   of	
   clients.	
   His	
   work	
   encompasses	
   Consultancy,	
   Investigations,	
  
Capacity	
  Building	
  and	
  Training.	
  He	
  currently	
  presents	
  RISC's	
  one-­day	
  OSINT	
  Course,	
  and	
  is	
  regarded	
  
as	
  an	
  authority	
  on	
  Internet	
  Tradecraft	
  and	
  is	
  a	
  passionate	
  speaker.	
  
	
  
For	
  further	
  information	
  or	
  to	
  book	
  this	
  course	
  please	
  contact:	
  training@riscuk.com	
  	
  


